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[bookmark: _Toc229560466]Purpose
The purpose of this policy is to ensure that St Peter’s Catholic maintains a secure ICT environment that protects pupils, staff, and school data from cyber threats while promoting safe and responsible use of technology.
This policy supports safeguarding, data protection, and the effective use of digital systems across the school.

[bookmark: _Toc229560467]Scope
This policy applies to:
· All staff (teaching and non-teaching)
· Pupils
· Governors
· Volunteers, visitors, family members and contractors
It covers all use of:
· School ICT systems and network
· Internet and email
· School-owned devices (e.g. laptops, desktops, iPads, Chromebooks)
· Use of Third-Party systems 
· Personal devices when permitted

[bookmark: _Toc229560468]Roles and Responsibilities
Headteacher
· Has overall responsibility for cyber security and data protection
· Ensures appropriate policies and procedures are in place
ICT Lead / IT Support
· Maintains security of systems and devices
· Applies updates, patches, and security controls
· Monitors systems and responds to incidents
Designated Safeguarding Lead (DSL)
· Manages online safety and safeguarding concerns
· Responds to incidents involving pupil safety online
Staff
· Follow this policy and Acceptable Use Policy (AUP)
· Report any concerns or incidents immediately
· Ensure safe use of technology in lessons
Pupils
· Use technology in line with school rules
· Report anything that makes them feel unsafe
Governors
· Provide oversight and ensure compliance

[bookmark: _Toc229560469]Acceptable Use
All users must follow the school’s Acceptable Use Policies.
Users must:
· Use systems for educational and professional purposes only
· Follow instructions regarding safe use of technology
Users must not:
· Access inappropriate or harmful content
· Share passwords or accounts
· Install unauthorised software
· Attempt to bypass security controls

[bookmark: _Toc229560470]Password and Account Security
· All users must keep passwords secure and confidential
· Passwords must meet minimum security requirements
· Staff must use Multi-Factor Authentication (MFA) where available
· Devices must be locked when unattended

[bookmark: _Toc229560471]Data Protection (UK GDPR)
The school complies with the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.
· Personal data must only be accessed when necessary
· Sensitive data must not be stored on personal devices
· Staff must use approved systems (e.g. Arbor, CPOMS, Office 365)
· Data breaches must be reported immediately

[bookmark: _Toc229560472]Device and Network Security
· All school devices must be managed and secured centrally (e.g. Intune, Google Admin)
· Security measures include: 
· Antivirus / endpoint protection
· Firewalls
· Web filtering
· Users must not alter device settings or install software without permission

[bookmark: _Toc229560473]Internet and Email Use
· Internet access is filtered and monitored
· Staff must: 
· Be vigilant of phishing emails
· Not click suspicious links or attachments
· Pupils must: 
· Be supervised online appropriate to their age




Use of Third-Party Systems and Data Processors

· The school uses approved third-party systems to support educational, administrative, and safeguarding functions (e.g. MIS, safeguarding platforms, communication systems, and cloud services).
· Only approved systems may be used to store or process school or personal data.
· A Data Processing Agreement (DPA) must be in place with all third-party providers.
· All providers must comply with UK GDPR and the Data Protection Act 2018.
· Only the minimum necessary data is shared with third-party systems (data minimisation principle).
· Third-party providers are expected to implement appropriate security measures, including: 
· Encryption of data
· Secure access controls
· Regular system updates and patching
· Incident detection and response processes
· Third-party providers must notify the school of any data breaches affecting school data.
· The school will respond to any such breaches in line with its incident response procedures, including reporting to the Information Commissioner’s Office (ICO) where required.


[bookmark: _Toc229560474]Online Safety (Safeguarding)
The school is committed to ensuring pupils are safe online.
· Pupils are taught: 
· How to stay safe online
· Not to share personal information
· How to report concerns
· Staff must: 
· Report any safeguarding concerns to the DSL immediately
· Monitoring systems will be used to identify risks

[bookmark: _Toc229560475]Incident Reporting
All cyber incidents must be reported immediately.
Examples include:
· Suspected phishing emails
· Malware or virus alerts
· Loss or theft of devices
· Data breaches
Staff must:
1. Report the issue to IT support and/or DSL immediately
2. Avoid attempting to resolve serious issues themselves
The school will:
· Investigate incidents
· Take appropriate action
· Report to external bodies where required (e.g. ICO)

[bookmark: _Toc229560476]Remote Access and Home Working
· Staff must use secure methods to access school systems
· MFA must be used where available
· Sensitive work should not be carried out on unsecured or shared devices

[bookmark: _Toc229560477]Software and Updates
· Only approved software may be used
· All systems will be kept up to date with security patches
· Users must not install unauthorised applications

[bookmark: _Toc229560478]Backup and Recovery
· Critical systems and data are backed up regularly
· Backups are stored securely
· Recovery processes are tested periodically

[bookmark: _Toc229560479]Training and Awareness
· Staff receive regular cyber security and safeguarding training
· Pupils receive age-appropriate online safety education
· Staff may be tested on phishing awareness

[bookmark: _Toc229560480]Monitoring and Filtering
· The school monitors network usage to ensure safety and compliance
· Filtering systems are in place to block inappropriate content
· Monitoring is proportionate and in line with safeguarding duties

[bookmark: _Toc229560481]Policy Review
This policy will be:
· Reviewed annually or following significant incidents
· Approved by the Headteacher and Governing Body

[bookmark: _Toc229560482]Related Policies
· Acceptable Use Policy (Staff & Pupils)
· Safeguarding and Child Protection Policy
· Data Protection Policy
· Behaviour Policy
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